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INTRODUCTION 


Voluntary De-Convenience is an invitation to sit in complexity. While on the surface the 
project is light-hearted, the activities are engaging and playful, and the conversation is 
empowering, the underlying design is one that asks participants to look at the 
complexity of the world head on. Convenience is unable to survive complexity. 
Convenience requires thoughtlessness, and so attaching any thought to a previously 
thoughtless action is a step in the direction of de-convenience. The purpose, though, of 
Voluntary De-Convenience, is to attach those moments of thoughtfulness to the 
potential energy for further action. It is to question what is taken as a given. What if the 
solution isn’t alway a better and more efficient increase? What if it’s less, and 
differently? I am no economist and I am probably a bit of a radical but growth can’t be 
perpetual. Even in things that aren’t within the scope of a human timeline start, and 
grow, and eventually grow less and then die and decay - to give rise to new things that 
do the same. It’s always a cycle. So what if the way to shift to a different cycle is to 
refuse, as much as possible, to participate in the current one, that is presented as 
inevitable. Rather than exclusivity, wherein only certain groups are privileged to the 
knowledge of alternatives, or emotional paralysis, wherein all future action is defeated 
by fear or hopelessness, the idea is to create spaces where action can happen. 
Encouragement and empowerment are the key. 

De-convenience is different from inconvenience. De-convenience is a conscious 
recognition of conveniences that can be sacrificed for communal good, but it is also the 
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conscious shift from passive consumption to actively inconveniencing structural powers 
that sell convenience without openly admitting the cost. Being a force of 
de-convenience is being a pain in the ass - to government, to corporations, to 
institutions. Being a force for de-convenience is an introduction to punching up and 
demanding better. 

Voluntary De-Convenience is a kit, a set of tools for teaching, to be deployed as they 
stand or re-imagined in new contexts. The project has room for modularity, for extension 
to different audiences and for expansion into additional topics. A complete kit at this 
point consists of materials for the four workshops, that give introductory 
re-contextualizations of four interconnected topics in technology - physical hardware 
and its repair and re-use, privacy and security, open source technology, and 
networking. Each workshop has a zine for participants, some guidance for instructors or 
facilitators, and basic tools and materials for conducting the workshops. The kit also 
includes a convenience assessment worksheet, for conducting guided reflection on the 
real cost of convenience - not only individually but communally, socially, 
environmentally, politically, etc. The physical kits include both printed material and a 
digital copy for reproduction of the kit or replenishment of materials as they are used. All 
of the material is licensed creative commons for re-use with attribution. 
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ON CONVENIENCE 


Convenience is in opposition to depth, frugality, resourcefulness, community. These are 
all beliefs that I hold, but arguing my case is tricky. Sometimes convenience is not 
actually convenience, it’s (adaptation, assimilation, a thing without which life becomes 
measurably more difficult). One person’s convenience is another’s baseline requirement 
for independent life. The line is blurry, between convenience and necessity, and can 
shift. Is the refrigerator a convenience? Is the car? It depends. And it depends largely 
on the societal and individual context within which the question is being asked. So 
where does the line get drawn? There are multitudes contained within each example of 
convenience. The inconvenient thing about convenience is convenience itself is a 
moving target made of bees. There is no solid thing to aim at, because you could be 
talking about so many things. 

The Amish draw the line at in-home electricity, generally. Conveniences are seen as 
temptation and distraction - one of the central biblical adherences of conservative 
anabaptist faiths (Amish, Mennonite, Brethren, etc.) is to Romans 12.2, “Do not be 
conformed to this world”. And perhaps it’s easier to be an extremist. At least there are 
no edge cases, then. There are no quadriplegic Amish, I suppose. Or at least none able 
to lead independent lives? (I had to research this, after the thought occurred to me. It is 
part true and part not. It depends on the severity of the paralysis, and the concept of 
independent life is different in a community so interdependent, so much so that 
comparison to non-Amish culture is moot. In the book Amish Enterprise, the authors 
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explain the relationship to convenience a little more clearly - "If it enhances the welfare 
of the community, new technology is welcomed. Only when it peels away community 
cohesion does technology face the frown of the church." (Kraybill 2004) So again, then, 
where does the line get drawn? If a technology dramatically improves your life, is it a 
convenience, or a necessity? What is the difference between want and need? Did you 
want the thing before it existed? It’s hard to say because un-knowing is harder than not 
knowing. It’s difficult to take things back. The fear of missing out on something is more 
acute when you were previously in. Being part of a group and then suddenly excluded is 
painful, maybe more so than never being included at all. Going from a tool that 
accomplishes multiple tasks while also providing a window into that group is even more 
difficult to let go of. 

A person who has never seen television does not feel compelled to watch 17 hours of a 
show that they don’t even like. A person who has only 3 channels stops watching when 
there is nothing they wish to see on any of them. A person who has access to what 
appears to be every television show ever recorded will spend an hour and a half 
deciding what to watch and then settle on something they have seen before, when there 
were fewer options. 

So what are the tradeoffs? Do we make better choices when we know the whole story? 
Or do we make the same choices but with heavier hearts? What if we could make the 
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same choices but fix the system that leads to heavy hearts? What if it wasn’t a 
compromise? Could that happen? Who do I talk to about getting a refund on this reality? 

Surveying the WorldCat results for the keyword “convenience” returns several plays, an 
album, and some other assorted artistic works. It also returns a number of dissertations, 
which can be grouped loosely into “convenience food is bad”, “convenience helps sell 
stuff”, and “an ethnographic study of people working in convenience stores”. Of these, I 
suppose I lean more towards the “convenience food is bad" category, but with a dash of 
“convenience helps sell stuff”- and that’s not great! I have an immediate gut reaction to 
convenience, conceptually, that I cannot shake. A combination of guilt and shame and 
something else unnameable, all attached to the use of things that I perceive as 
“convenience”. The language of convenience leads in contradictory directions, though. 
It’s applied both pejoratively and complimentarily, sometimes to the same object or 
action, dependent on the person doing the describing. The excuse “it was convenient” is 
applied post-facto to explain a questionable decision. 

Pejorative uses of convenience: 

Marriage of convenience 
Flag of convenience 
Convenience Food 
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Convenience explains away questionable sexual relationships, poor eating habits, 
ecologically destructive choices in (pick your consumer good, mode of transportation, 
etc.), political apathy. Convenience makes it acceptable to transfer financial data 
insecurely and to connect all of your personal information through a single corporate 
entity that has no interest in protecting that information and plenty interest in exploiting 
it. Convenience makes it acceptable to hire a ride from an underpaid individual to go 12 
blocks when you have a free bus pass, to order an inflatable dinosaur for delivery 
tomorrow from an internet megastore because you can. 

Convenience is portrayed by my own bias as individualistic and short-sighted, taking 
into account only the immediate need without taking into account broader implications. It 
lives in my mind that way, though I know better, I know the truth is complicated. Making 
judgements about the conveniences of others is no different from making moralistic 
judgements of any other kind. However, often the use of something designated 
pejoratively as a ‘convenience’ is a way of loosening a particular point of stricture(?) in a 
life lived on the edge of collapse. Convenience food, as a pejorative, has been 
investigated thoroughly, in the interest of both de-stigmatizing the food choices that 
people make as well as indicting the systemic failures that lead to individuals feeling 
forced to make food choices that run contrary to their own wellbeing. Not only has the 
nature of the word shifted, but there are gradients of convenience, a spectrum running 
from gas station hot dogs to drive through french fry to dried pasta to frozen peas. The 
judgement falls on the individual forced into a situation wherein the option is gas station 
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hot dog or nothing, though. Far more often than the judgement falls on the systemic ills 
that lead to the individual being in a situation where what for some is a convenience is 
for others necessity. 

The key is to interrogate conveniences and hold them to a standard wherein the 
individual benefits are not overwhelmed by the communal deficits, and to hold the 
providers of those conveniences accountable. To provoke people to do so with modern 
technology is a matter not only of pointing out the structural imbalances created by 
singular focus on individual convenience, but also of creating pathways by which new 
modes of existence may be created. 
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ON WORKSHOPS 


The art of changing minds is a subtle one. The art of empowering them is more overt. 
Given the tools to change their way of being, at least some fraction of people will do so. 
So rather than try to change the minds of those who are in opposition, I’ve situated 
myself in a position of offering the tools of empowerment to those who feel powerless. 

I proudly boast of the student whose mind I changed so thoroughly that he switched 
from majoring in marketing to majoring in political science with a focus on technology. 
And deleted all his social media. I know I could reach more students like him. I am sure 
he reached others through me. Was it art or pedagogy? Where is the line? I am sure 
that what appealed to him was the emotional investment, not the factual. Is that art? 
Teaching is an art. A performance of knowledge, meant to convey understanding and 
curiosity. So why should my art not be purely teaching? And why should it be in a 
classroom only? Why should it not be in a workshop? Workshopping is an art, or is part 
of an art, or is the integral thing that develops an art. Or... something. Seymour 
Sarason, in his Teaching as a Performance Art, explained the overlap; 

A performing artist is one who uses him or herself to convey an emotion, or situation, or 
imagery intended to be meaningful and stimulating to an audience. The “message,” 
whatever the medium, is for the purpose of evoking in others the response “I 
understand and believe what I am seeing and believing. You have not left me cold, you 
have engaged me.”... In the case of the teacher, engagement is a sustained one...It is 
an engagement the basis of which is thinking, learning, attitudes, and feelings, the goal 
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of this indissoluble mix being to experience the warmth and excitement of change and 
growth. 

I don’t know. My understanding of a workshop is fractured, because it’s been formed by 
so many different uses of the word. Workshopping an idea. Workshopping a dance. 
Taking a workshop to acquire a skill. Uncannily similar meanings, and yet. Most uses 
have in common a sense of incompleteness, collaboration, community. Most have a 
shared goal of transferring or creating new knowledge or new material. Physicality is 
implied, and proximity, and small numbers. But a skill acquisition workshop implies 
more hierarchy than workshopping a dance. 

I host my workshops as though they are performances. I am the performer. You could 
be, too. The notes are included in the kit. The character is baffled, or enthusiastic, or 
nurturing. Or full of profanity. It depends in part on the material but also on the 
information being conveyed. Do you want to tell someone that they don’t need to be 
scared of the thing, that they can take the initiative to learn about it and understand it 
and build a relationship with it? There is a character for that. 

We all are performing, every day. One character or another. An amalgamation of 
selves. Always reading the room. Or I am, anyhow. I am a chameleon in human skin. 
Adjusting where appropriate. A coping mechanism for dealing with a self that doesn’t fit 
the standard model. To quote Judith Butler, “all of us, as bodies, are in the active 
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position of figuring out how to live with and against the constructions - or norms - that 
help to form us.” (Williams 2020) 

So if each self is an amalgamation, how do you refine those performances? The 
character of the information being conveyed dictates the performance as much as the 
performer. Inevitably a frightening piece of information requires a more nurturing 
performance, one with more empathy, while still conveying competence. So the 
character of the security workshop is one of a genuine understanding. No one is wrong, 
everyone is working on things. The participants are invited to come into the 
performance and share their vulnerabilities because the leader also shares their own. 
Shortcomings are acknowledged and addressed, and not penalized. When the 
information is meant to inspire wonder, the character shifts to one of boundless 
enthusiastic curiosity. For information intended to provoke, the character is 
confrontational or blundering or deliberately wrong - and so on. 

Workshop, as a medium, is a space for intervention and invention. Holding space for the 
collaborative creation of knowledge that can only be achieved through mutual 
exploration. The workshop as a performance is one of perpetual incompleteness and 
uncertainty, and also one of generosity and exchange. Because participation is 
voluntary, there is an explicit invitation to distribute understanding equally. A workshop 
is an agreement to engage as our best selves. 
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ON KITS 


A kit is a set of materials or tools or instructions or the combination thereof meant for a 
particular purpose. There are or have been kits for nearly everything: 

• Kit homes, cars, planes 

• Kit computers and robots 

• Leisure and craft kits (model cars/etc) 

• Kit educational products (chemistry sets) 

• First-aid kits 

• Tool kits 

• Repair kits 

Kits have a long history both in the tech world and in relationship with convenience, and 
thus I have been thinking about the relationships we have to kits. Kits come in two basic 
forms: open-ended kits (first aid kits & the like, where tools and loose instructions are 
provided for tackling a variety of scenarios but no single end goal is intended), and 
closed kits (where the goal is to make or accomplish a specific thing). Often kits are 
either billed as cost-saving or labor-saving, though they may be intended specifically for 
the convenience of having everything in one place (first aid kits, tool kits) or they may be 
oriented as learning for the sake of learning or assembling for the sake of assembling. 

In the past, when assembly was the most costly part of manufacturing, kits were money 
saving (homes, computers). Now the assembly is much less costly and such kits are 
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much more directed at educational goals. Repair kits, on the other hand, still serve the 
old cost-saving goals - cutting out high-skill labor costs needed for most repair (vs. 
manufacturing) work. 

Kits are viewed as hands-on learning opportunities, and hands-on learning is one of the 
key tenets of the maker movement as well as of the individuals and institutions that train 
those who build the products of the techno-consumption I am interested in critiquing. I 
want to rehabilitate the pedagogy of Stewart Brand and Nicholas Negroponte and 
Seymour Papert, to reframe it for the pursuit of communal and pro-social rather than 
individualistic and monetizable goals. 

So perhaps it’s possible to think of Voluntary De-Convenience as a sort of first-aid kit. 
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A TIMELINE 


This is an overview of the workshops conducted in the process of developing this kit, as 
well as the other projects that played a significant part in moving the project forward. 

In the fall semester of 2016, I worked with Abhishek Narula to develop the Someone 
Else’s Space sneaker-net kit. I also began hosting Retro Game Nights at the BTU lab, 
as a community experience and installation. 

In the spring semester of 2017, I developed the first iteration of dataREcollection, titled 
simply Privacy and Security Day, and conducted two multi-hour sessions in the BTU 
lab. I continued regularly hosting Retro Game Nights, and began experimenting with the 
OLPC XO laptops. I also was a teaching assistant for the CMCI 1010/1020 Information 
module and from that course developed an understanding of attitudes towards 
networks, data, privacy, and security. 

In the fall semester of 2017 I conducted the first iteration of the Take It Apart(y), then 
just a series of tech and etc. fix-it clinics. I continued to host Retro Game Nights and 
develop a sense of community engagement. I hosted regular privacy and security 
check-in hours in the BTU lab. 

In the spring semester of 2018 I developed the first thing I referred to as Voluntary 
De-Convenience, in Annie Bruns’ course Empathy and Technology - a proposal to 


13 



convince people to trade their smartphone for a flip phone for a predetermined amount 
of time. The title stuck, but events outside my control forced me to move on from that 
project - the major cellular networks ceased support for returning 2G basic phones to 
their networks. I continued to host privacy and security check-in hours in the BTU. I 
worked more seriously with the OLPC laptops and Lori and I co-authored our paper on 
their mesh networking capabilities that was ultimately published in 2019. I hosted the 
first Take It Apart(y) with that title, dismantling deaccessioned tech from the MAL. 

Over the summer of 2018 I taught for the Science Discovery program on campus and 
integrated practices from the workshops I had so far developed into curricula for 
elementary and middle school age students, talking about privacy and security and 
community and repair while teaching them to code. 

In the fall semester of 2018 I developed the behavior modification components of the 
dataREcollection workshop and taught them as a sub-unit in Annie Bruns’ 

Neurohacking course. I hosted two Take It Apart(y)s in the BTU lab and another at the 
Thornton Public Library. I developed the first iteration of Why We Share for the CRDDS 
brown bag series, and taught a networking workshop in Lori’s undergraduate class. Matt 
Bethancourt and I conducted a ‘Make art with your personal data’ workshop for the 
ATLAS institute that further developed the dataREcollection workshop and gave it its 
name. 
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In the spring of 2019 I further developed the activities for Why We Share and presented 
iterations ad-hoc in the BTU. I conducted a Take It Apart(y) for CRDDS, several in the 
BTU, and one in the Media Archaeology Lab. I also shared the basic structure and 
materials for Take It Apart(y), Why We Share, and dataREcollection with colleagues at 
Duke and the Maryland Institute for Technology in the Humanities for their use and 
critique. I hosted a breakout session for the ArtHyve/Art + Feminism Wikipedia 
Edit-a-thon, which helped to further develop the character profiles for each workshop. I 
also co-developed a hands-on workshop with Allison Sheldon on the intertwined history 
of computing in the space program and the textile industry for the Museum of 
Contemporary art. I once again was a teaching assistant for the Information module for 
CMCI 1010/1020 and used that as a space to work with students on material for 
dataREcollection and what would resolve as differNet. 

Over the summer, I continued to teach for Science Discovery and do my best to 
integrate my work with the elementary and middle school curricula, as well as building 
out parts for high school. I conducted ad-hoc Take It Apart(y)s at the Association for 
Computers in the Humanities conference in Pittsburgh, and finalized the differNet 
workshop for the Our Networks conference in Toronto. I passed all materials on to 
multiple individuals working at various institutions while at both conferences. 

In the fall of 2019 I finalized the Why We Share workshop and conducted an iteration for 
Annie Bruns’ Meaning of Information Technology course. I also taught another iteration 
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of the behavior change module for her Neurohacking course, focused more specifically 
on privacy and security habits, as a sort of extended dataREcollection workshop. I took 
the differNet workshop to the Radical Networks conference in Manhattan, and also 
taught a variation at CUNY Queens. I taught iterations of differNet for Lori’s undergrad 
course once again. 

Spring of 2020 I conducted an iteration of differNet for the NEST space on campus. I 
was set to run a full week of workshops just prior to defense in the BTU, as a final 
exhibition, when the campus was closed due to the COVID-19 pandemic. I am in the 
process of reconfiguring these embodied workshops for some form of online 
engagement. 
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dataREcollection 


Privacy and Security i/zas the first step 

The first tech-related workshop I facilitated was an intensive privacy and security day, 
aimed at empowering participants to assess their own risks and take steps towards 
managing their digital privacy and security. The workshop covered the basics of threat 
modeling, password management, scam and phishing detection, VPN use, TOR, and a 
multitude of other security and privacy related topics. These subjects were introduced in 
tiers, from entry-level to more advanced. The participants were also encouraged to pick 
a small task, such as setting up a password manager or logging out of all their services 
and removing application approval from Facebook to begin the process of disentangling 
their accounts. They were invited to follow up with me or to find a buddy to follow up 
with, as an accountability measure and for following up after the workshop. 

The most significant realization I had while conducting the privacy and security day was 
that the intersecting conveniences on which people rely; combined with the pop-cultural 
narrative that major behavioral change is “easy” if you just follow these ten steps or buy 
this miracle gadget; lead to circumstances in which apathy is the ruling emotion 
because it’s less uncomfortable than looming fear. Most people I have talked to about 
security are not unaware that they are sacrificing data security or data privacy when 
they use services online. They may be unaware the extent to which they are surveilled, 
but to presume that they are in the dark is naive. Most of those same people do not. 
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however, have a reasonable understanding of what can be done about it, especially 
once they have already become entrenched in systems of surveillance capitalism - and 
have come to rely on them both socially and professionally. And once they do have an 
understanding of what they can do, they don’t have the tools to make behavioral 
changes in a meaningful way because, again, we have been fed a narrative of “easy” 
change to entrenched behavior. It would be so nice to have an easy fix, as promised. 
Unfortunately, the promise of ease is smoke and mirrors. 

easy changes 

easy changes to lose weight 
easy changes to niake to lose weight 
easy changes to improve diet 
easy changes to save money 
easy changes for climate change 
easy changes to help climate change 
easy changes for a healthier lifestyle 
easy changes to help the environment 
easy changes to improve health 
easy changes to be more eco friendly 


Fig. 1 - Screenshot of a Google search for “easy changes” 
performed on an anonymized computer 

From that initial workshop, I came to a number of conclusions with regards to how to 
proceed. First, the challenge of confronting apathy around privacy and security, in a 
system that is set up to encourage it, means a workshop that only provides information 
about tools and services and the need for behavior change is not enough. The 
information is important, but building a toolkit for participants to enact meaningful 
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behavioral change is equally necessary. Because behavior change is a slow process, 
and security and privacy are overwhelming structural problems, the workshop also 
requires some method for future follow up and community building. And because 
ultimately individual behavior change is not a solution to the root problem but only a way 
of managing the symptoms of deeper structural failure, information included in the 
workshop should also cover groups that are actively working to effect systemic change. 
In the process of researching the methods to use for the material I wanted to convey, I 
explored several avenues. I developed a behavior change workshop for a course taught 
by Annie Bruns in the ATLAS institute titled Neurohacking, developed a ‘making art from 
personal data’ workshop with Matt Bethancourt, and taught security tools as a guest in 
multiple courses. 

Apathy is a symptom not a cause 

As a useful descriptor, in his work on positive psychology Martin Seligman (2000) 
explains some experiences of apathy as being born out of individuals feeling that they 
do not have the skill to complete a particular task. The contradictory experience of 
attempting to make a meaningful behavioral change and finding it extremely difficult, 
while being consistently fed a narrative of easy change, can be internalized in a way 
that leads to feelings of personal failure. At the same time, most messaging around 
security and privacy is either hopeless or fear-mongering. Without concrete skills 
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development or guidance to specific resources working to change the state of things, 


apathy is an understandable reaction. 


In my personal experience, knowing that the systems on which you have come to rely 
are betraying you in ways that are vast and intangible is both overwhelming and easy to 
relegate to a place of willful ignorance. In multiple semesters of teaching students about 
the digital traces left by their online activity, the most common (generalized) responses 
were ‘I have nothing to hide’, ‘I have to use x for (work/ school/ social commitment/ 
extracurricular activity) so I am going to continue using it ’, and ‘I know that it’s bad but 
there isn’t anything I can do about it’. A look at the auto-complete terms on searches for 
“privacy is” and “security is” gives a decent sense of the overall Zeitgeist. The terms 
returned are in some instances pretty bleak. 


privacy is 

privacy is dead 
privacy is a human right 
privacy is everything 
privacy is power 
privacy is Important 
privacy is the new celebrity 
privacy is an illusion 
privacy is a myth 

Fig. 2 - Screenshot of Google searches for “privacy is” and “security is” 
performed on an anonymized computer 


security is 

security is a team effort 
security is mostly a superstition 
security is an illusion 

security is_convenience 

security is a thumb and a blanket 
security clearance what is it 
security is important 
security is a process not a product 
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Coercion and the illusion of choice 


The most disingenuous statement on the subject I can think of is “if you are worried 
about privacy or security on x, just don’t use it.” The transition to social media and digital 
networking platforms for both personal and work purposes, and reliance on smart 
devices for the same, is so complete at this point that choosing to not use them proves 
to be an actual disadvantage either professionally or personally. While there are those 
who don’t or can’t participate (or limit participation) in the various interconnected 
systems that are the underpinning of so much, their access to everything from social 
events and local community to employment opportunities is impacted. For example my 
partner, by opting out of Facebook (and all other social media platforms), has limited his 
ability to engage with the local music scene, unable to see upcoming events or 
opportunities. 

Though studies conducted by Edison Research show a modest decline in social media 
participation over the past year, they also collected anecdotal evidence of the multitude 
of reasons people continue to stay in spite of knowing that the companies have 
behaved in ways contrary to their personal interests. The social pressure for many is too 
great to make the choice to opt out. There are many others whose participation is 
implicitly mandated and thus whose privacy is compromised without consent. These 
anecdotal accounts are easy to find across the web, as well- courses that require 
creation of a Twitter account, schools that only communicate important information via 
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Facebook, employers who “strongly encourage” the creation and maintenance of a 
Linkedin profile. In the present moment of pandemic, the discovery that most of the 
mutual aid groups in my area communicate exclusively over Facebook was a shock. 
Even the pressure of a sibling who doesn’t communicate directly and only posts 
updates about their children to Instagram is a soft coercion. And once one channel is 
opened, it’s easy to open more - and difficult to walk back. The impact of mass digital 
Stockholm syndrome is to further entrench the feeling that nothing can be done - our 
lives are held hostage by a system with minimal oversight and no incentive to behave 
differently. 

It’s a feature not a bug 

The structure of most of our digital society is both insecure and emphasizes surveillance 
and the collection of personal data as a business model. Security and privacy are 
contrary to the way that our techno-consumptive economy is designed. The modern 
internet at its core is built on infrastructure that was by most accounts a semi-desperate 
sprint to just get it working, without consideration for security, and it has only been 
patched up since. In a 2015 article from the Washington Post on the root of internet 
vulnerabilities, Vint Cerf allows “We didn’t focus on how you could wreck this system 
intentionally. You could argue with hindsight that we should have, but getting this thing 
to work at all was non-trivial.” On top of that insecure infrastructure, collection of 
personal data is pervasive, and it’s presented as a net benefit, a necessary side effect 
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of the somehow desirable feature of giving users more relevant advertising, the one 
supposed perk that always seems to be touted. 

The efficacy of targeted advertising is contested - studies indicate varying degrees of 
success depending on who conducts them - but the idea that companies should be 
keeping a profile of ever increasing information about each individual in case of future 
utility is commonplace. At the same time, techniques of psychological manipulation are 
employed to encourage longer periods of use. In apps designed to prioritize information 
gathering behind a veneer of utility or entertainment, that just means more opportunity 
to gather information - and that information is stored indefinitely and sold to anyone 
willing to pay. 

Within this ecosystem of persistent surveillance, it’s challenging to claim that privacy still 
exists, let alone to assert that it is important. And yet, scholars like Chris Gilliard 
continue to argue that it not only exists but is something to be fought for and preserved. 
He articulates this point in an article for FastCompany (2019), saying “The value of 
privacy for others-and indeed for oneself-may be hard to grasp... because ideas about 
privacy have been undermined by tech platforms like Facebook and Google, it is 
sometimes difficult to have these discussions with students. But this is precisely why we 
need to have them.” Similarly, writing for the Harvard Law Review, Julie Cohen (2013) 
noted that “Privacy is shorthand for breathing room to engage in the process of... 
self-development.” 
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Manipulating the privacy away 


In a very much deliberate way, apps exploit human psychology to generate the 
behavioral data needed to fuel the targeted advertising ecosystem. A prime example of 
this is found in the work of B.J. Fogg - described by a friend with a background in 
behavioral psychology as ‘a communications guy who thinks that he invented behavioral 
psychology’, he is essentially refining manipulation techniques that were first studied in 
the 1920s and further refined with B.F. Skinner in the 1930s. Flis influence runs deep - 
at Stanford, he founded the Persuasive Technology Lab (since renamed the Behavior 
Design Lab), where his students went on to directly impact the design of Instagram, 
among others. 

In the work of Fogg’s student Nir Eyal, it’s possible to see ever more clearly just how 
much the art of manipulative behavior programming has influenced the way our 
applications and devices are designed. Eyal is explicit in his endorsement of applying 
manipulative techniques in design. He is equally explicit in his assertion that those who 
fall prey to those techniques are personally responsible for their lack of willpower. There 
is both concerted effort to manipulate users and concerted effort to pretend that that’s 
not what’s being done, or that it’s still a choice when you’re fighting against millennia of 
developmental behavior patterns that are present in most trainable organisms (that is, 
most organisms, or possibly all organisms but our ability to observe and understand 
patterns of behavior in some has just not been developed yet). The models for user 
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engagement developed by both Fogg and Eyal are posed as neutral - in the way of all 
technological development, they are presented as a tool that can be used for either 
good or bad, depending on who deploys them. Technology is never neutral though, and 
it always reflects the maker. In the technological ecosystem we are currently inhabiting, 
it’s hard to justify the good uses of such models against the bad. 

In addition to the behavioral manipulation baked into the design, enabled by the 
machine learning tools colloquially referred to as artificial intelligence, is what Shoshana 
Zuboff refers to as the Dispossession Cycle. Her 2018 book The Age of Surveillance 
Capitalism laid out the pattern - Al analyzing an individual’s habitual patterns, predicting 
their next most likely action, and then deploying persuasive and suggestive content and 
design to make the chance that the next action will be anything other than what the 
algorithm predicted as small as possible. More succinctly, to paraphrase something 
Janelle Shane said at a reading for her pop-sci book on Al You Look Like A Thing And I 
Love You (2019), trusting decisions about society to Al is great if you want your future to 
look just like your past. 

It’s worth noting that B.J. Fogg has intentionally set forth a new direction, targeting his 
techniques for manipulation persuasion at minimizing tech interactions. It’s a little 
challenging to find his mea culpa trustworthy. Even Eyal’s most recent book is titled 
Indistractable, in contrast to his previous Hooked: How to Build Habit Forming Products. 
Like many in the techno-sphere, they have read the room and seen the backlash that 
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interprets his earlier work as a threat. Consumer demands haven’t changed shady 
practices, necessarily, but they have made it less acceptable to talk about them publicly 
and with glowing positivity. The more the average user is exposed to work along the 
lines of Cory Doctorow’s recent op-ed likening data to toxic waste (2020), the more the 
line will become “tech for good”, and the more difficult it will become to conduct 
business as usual. 

Behavior is key, though 

There is no way around the behavioral root of privacy and security. The only way, to 
blatantly steal a tagline from a piece of targeted advertising whose source I don’t care to 
look up, is through. We can start by acknowledging that much of the messaging around 
change is incorrect and in itself a manipulation, that our devices are designed for 
deliberate behavioral manipulation, that we are being tracked and monitored and that 
our data is being stored in, charitably, the equivalent of a bucket made of cheesecloth. 
Acknowledging that doesn’t take me very far, though. In fact, that knowledge is enough 
to induce affective paralysis. So the space is open for conscious, practical actions. 

This is a long way of saying that I made behavior modification techniques central to my 
workshops about security because they’re already being used on all of us anyhow and 
they can only be counteracted through concerted effort. Acknowledging that behavior 
change is difficult and slow and requires gradual implementation is the very first step. 


26 



You may have seen those videos of the border collie who can put clothes in the 
washing machine, or the ones of dogs doing various complex tasks - what you don’t see 
is the months or years of work that it took to shape that complex series of behaviors. 

The same goes for our approach to technology - if you only see that you are in a mess, 
you might be inclined to assume that you chose to be in the mess, rather than seeing 
the years of gradual shaping it took to get you there. 

The state of discontent, the practice of dissent 

Knowing that surveillance and data collection is pervasive, and that the resulting 
databases are stored indefinitely in leaky vessels, and that Al is analyzing the resultant 
profiles in order to make sure that human behavior stays as predictable as possible in 
order to create as much profit as possible is yet another generator of apathy. But 
discontent is brewing in place of apathy, and small practical acts of dissent become 
more common as books like Jenny Odell’s How to Do Nothing: Resisting the Attention 
Economy and the previously mentioned The Age of Surveillance Capitalism hit best 
seller lists. Though public reaction to the case of Edward Snowden remains mixed, the 
proverbial privacy genie can’t be returned to the bottle - the knowledge of our 
overwhelming lack of privacy is out there. 

In response to all that, practices that range from minor interventions like using ad 
blockers to major ones like VPNs and TOR have increased across the board. Slightly 
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more esoteric, in the book Obfuscation: A User’s Guide (2018), Helen Nissenbaum and 
Finn Brunton catalog practices that, essentially, create a cloud of digital flac to obscure 
online activity or render data anonymous or unusable through sheer volume. The book 
covers everything from the largely satirical, in the form of the TrackMeNot fake search 
generator, to the communication tactics used by protestors in the Arab Spring 
movement. The practices outlined in the book range from the historic to the modern but 
are all real and relatively easy to accomplish. The theory behind all of the practices they 
cover is that there is no way to hide your activity, so instead it is more effective to 
disguise it. In a more artistic interpretation of that theory, Hasan Elahi’s ongoing 
sous-veillance project Tracking Transience’ documents his movements and shares 
them publicly, creating an overwhelming glut of data that requires significant effort to 
analyze. 

So, dataREcollection is... 

The data REcollection workshop, ultimately, is both active practice in threat modeling 
and behavior change and a re-conceptualization challenge meant to encourage 
questions while also empowering action. This has been the most amorphous of my 
workshops, with the structure depending entirely on the participants. In general, we 
work through three basic activities, with additional activities and conversation evolving 
depending on the needs and interests of the group. 
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First, participants are asked to start by using an outline to formulate a basic threat 
model. They are also asked to list the things they are most unsure of, annoyed by, 
certain of and afraid of with regards to both privacy and security. In the process, 
participants are asked to think about their current privacy and security practices and find 
points where they are working contrary to their threat model. From there they should 
articulate a clear goal to bring their practices in line with their threat model, and come up 
with the smallest possible change they could make to get closer to meeting that goal. 

Second, they are invited to turn that small change into a behavior plan and to come up 
with an accountability and rewards system for themselves. This can be anything from 
forming a buddy system with another participant for accountability to setting up a 
micro-savings account to give themselves rewards. We discuss operant conditioning, 
and explore behavior and habit change models in general and their own experience with 
behavior change in specific. The goal here is to reinforce that behavior change is a 
process of gains and setbacks, and to . Third, we engage with a specific tool as decided 
upon by the group - whether that is password management, anti-tracking plugins, VPNs, 
or TOR. 
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Fig. 3 - Outline for a threat model, illustration for dataREcollection zine 


The hands-on practical engagements are meant to be encouraging and demystifying, 
and to cover things that can be useful day-to-day. They are also meant to give a dose of 
perspective, and help with the process of making educated choices about the benefits 
versus the risks of various activities. In the process of doing this hands on engagement, 
we also discuss the groups that are doing the research, building the tools, and working 
to get policies changed, and compile a list of references for future individual research. 

At the end, participants are encouraged to trade contact information for future support, 
and I offer a follow-up mailing list for encouragement. 
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On top of these activities I have also helped participants to get a more concrete 
understanding of the data that has been collected on them through Google Takeout, 
taught basic lock picking techniques to illustrate the contingent nature of security, gone 
through Obfuscation and discussed interesting potential scenarios, and helped 
participants to sew faraday pouches for their phones. These secondary activities are all 
guided by the interest of the group, and have not always been part of every workshop, 
but are useful exercises to explore and are examples of the ways that the workshop can 
be expanded and individualized. Some workshops, however, have included no 
extended activities or have instead turned into question-and-answer and collaborative 
research sessions, which are equally expansive and useful. I’ve found that the key, 
when facilitating, is to approach the subject with honesty and with a tone that is neither 
didactic and scare-mongering nor condescending. This is a subject where it’s useful to 
admit that there are limits and unknowns, but not useful to claim that absolutely nothing 
can be done. Ultimately, the goal is not only to give constructive steps for 
privacy/security and behavior, but also to illustrate the need for better protections and 
for more active participation by the users of various tools and platforms. 

Important Questions 

• Who benefits from (technology x) being insecure? 

• Who benefits from (technology x) collecting private, personal data? 

• Who benefits from the myth of easy behavioral change? 
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• Where does (technology x) the private, personal data go? 

• Where does (technology x) encourage sharing of private, personal data? What 
obstacles stand in the way of not sharing said data? 

• What would it take to make (technology x) secure and/or private? 

• What impact does refusing (technology x) have on personal and/or professional 
life? 

• Why does (technology x) wish to collect personal, private data? 

My Known Biases - Privacy and Security 

• I am paranoid 

• I have always had multiple online personae 

• I am willing to expend a great deal of effort 

• I continually assess and re-assess the benefit v. risk of every activity 
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Take it Apart(y) 

Take it Apart(y)s were born out of a personal failure. 

My first attempt to engage in practical work around repair was a straightforward fix-it 
clinic, following the same model as many other fix-it clinics, like those hosted by Boulder 
U-Fix-lt or by repair cafes around the world. I invited folks to bring their broken things so 
that we could repair them together, offering the assistance of some experienced 
repairers, tools to use for the repairing, and a space to work in. The resulting workshop 
attracted people, but only those who were already inclined towards repair, or felt 
technically skilled, chose to participate. There were a number of individuals present who 
chose not to engage hands on. 

One of those observers labeled themself “bad at tech” - a self-categorization that stuck 
with me not because it was unique but because I had heard it so often. It was the same 
refrain of many participants in my security and privacy intensive workshop - and I can 
only interpret it as the end result of the gradual removal of agency from the user, over 
the course of years of de-skilling perpetuated by the consumptive progress of digital 
technology. It seemed to me to reflect disempowerment, more than lack of actual ability 
or skill. The phrase often came from women, reinforcing the language seen in media 
around technological skill divided along gender lines. By self-labeling as “bad at tech” 
these individuals were not declaring anything that seemed unusual. Collectively, they 
mirror the world at large, one where being (or at least feeling) somewhat in control of 
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the technology you engage with daily is the realm of a select elite, not a space welcome 
to all who are willing to try. And so I had failed at the fix-it clinic, because I had not made 
them a space where everyone would participate, not just those who were already 
inclined towards the behavior. This meant understanding where I went wrong, and what 
I needed to do differently. 

/ set out to untangle the statement “bad at tech” with regards to repair. 

Examination of my own biases and gentle probing of those who label themselves as 
such led me to realize that one likely culprit was fear or anxiety about ‘getting it wrong’ 
or ‘messing something up’. An online campaign released by iFixit in 2019 under the 
hashtag #lmAGenius reinforces this suspicion - the hurdles faced in getting people to 
repair things are related to emotion, not aptitude. 

Users are trained by the nature of consumptive techno-capitalism to simultaneously 
view their devices as disposable and to view themselves as unqualified to maintain or 
repair those devices. The proliferation of “Geniuses” and “Geek Squads” defines most 
tech work as the domain of “experts”, rather than of amateurs. Rather than skill up users 
as digital devices became more complex, as well as more prevalent and integrated into 
daily life, technology use has been partitioned off into consumption and comprehension. 
Most daily use falls under the header of consumption, while the work of comprehension 
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is relegated to an anointed few, whose actions are made invisible behind a screen of 
expertise. 

On top of all that, many large technology companies have made a practice of deceptive 
and in some cases illegal interpretations of copyright law, in some cases using that as 
an excuse to install physical “copy protection” that discourages repair. These methods 
are varied, ranging from ‘WARRANTY VOID’ stickers to physically difficult to open 
devices to software-based detection of non-authorized repair work. The stated reason is 
to prevent Intellectual Property theft, but the effect is to encourage replacement rather 
than maintenance and to centralize and monopolize repair. The proliferation of 
‘Warranty Void if Sticker Removed’ labels is especially insidious and has been 
reinforced as illegal by the FTC as of April 2018. That is not common knowledge, 
though, and the stickers instill anxiety by their very presence, an immediate feeling that 
one is breaking a rule (or a law) by simply opening a device. 

Finally, there is a distinct cultural barrier to repair for those who do not fit the normative 
model of a ‘repair guy’. The stereotypical ‘repair guy’ is an older white man who enjoys 
tinkering, might have a background in mechanical or electrical engineering or some 
other skilled tech work, and tends to be well meaning but often is socially blinkered by a 
variety of privileges and biases. While this is certainly not true of all individuals 
interested in repair, it is enough of a trope for it to add a complicating factor. I have 
witnessed the stereotypical repair guys engage in unintentionally othering behavior 
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when interacting with those who do not look like them on too many occasions. 
Over-explaining, telling instead of teaching, “let me just do that for youlng, etcetera, are 
all behaviors that shut down engagement for those who already feel that they do not 
belong in a space. 

There are good reasons to overcome these barriers. 

The highest profile reason to encourage repair behaviors, or to at least encourage that 
more individuals raise the important questions around repair, is impending ecological 
catastrophe. Digital devices are made of non-renewable materials, often ones that are 
mined in environmentally devastating ways, and are not recycled on nearly the scale 
that they should be to mitigate harm. However, it is inconvenient, from a cost and labor 
perspective, to recycle the usable materials from broken devices. So these devices are 
treated as disposable, are not maintained, and then are disposed of. 

Intersecting with the environmental reasons for repair are an assortment of social and 
political ones. First, the metals most vital for producing these devices are not only 
environmentally devastating but they are often from places of massive political unrest 
and social inequality in the Global South. Likewise the places where *dead* devices end 
up, for what passes for recycling, are often places of widespread poverty, minimal labor 
rights, and no real concept of workplace safety or environmental regulation. Second, the 
cycle of techno-capitalistic consumption demands that these things be produced at 
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rates of unreasonable growth, with no consideration up or down the supply chain 
beyond getting new devices into hands at a rate of one every 1.75 years, give or take. 
Third, the devices are also manufactured in places that reinforce structures of scarcity 
and poverty, with similarly poor labor conditions. 

Finally, if you can’t be bothered to give a damn about any of that, on the much more 
individual level, hardware manufacturers are incentivized to become servicer providers, 
even on devices traditionally maintained by owners (like tractors) to maintain dubious 
patent and copyright claims and perpetuate a system in which hardware and software 
are only leased from a company that exercises opaque control over a device that may 
be vital to a user’s livelihood or personal life. Service can only be provided by 
authorized repairers, who can charge exorbitant prices for what in many cases are 
menial tasks involving inexpensive parts that only require specialized equipment 
specifically because of adversarial design on the part of the manufacturer. Software 
controls lock down the hardware, removing access remotely if third party parts are used. 

And if all of that isn’t sensational enough for you, per Katelyn Bowden of BADASS 
Army, one common source of non consensual intimate images (nude or intimate 
photographs you did not share intentionally, often broadcast on the internet via websites 
catering to the collection of such images) on the web are service technicians copying 
images from a customer’s device while on the job. 
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So what is a Take it Apart(y)? 


Take It Apart(y)s are low-stakes device dismantling workshops intended to break down 
the psychological barriers to technological repair while also defamiliarizing everyday 
digital devices. Rather than being asked to engage in often emotionally-fraught repair 
work on their personal devices, participants are invited to dismantle devices that are 
owner-less and destined for disposal. In doing so, and in engaging with devices as 
organisms to be dissected and interrogated, the proscribed relationship of user as 
consumer is interrupted. Participants are empowered not only to go on to repair their 
own devices, but also to join in the ongoing conversation around technological repair 
and its social, political and ecological implications. The workshop ultimately invites 
questioning of the status quo through the guise of participatory breaking, because the 
first step to fixing things is opening them up. 

Put in plain language, they are parties where you take things apart. Preferably things 
that are close to modern electronics, but any electromechanical device will do nicely. 
The point is more to break stuff open and look at its guts, and then have a conversation 
centered around the nature of those guts. With a little patience, people can be taught to 
repair their devices - and not just the basic repairs, either. But first they need 
skills-building and confidence building. Years of progressive de-skilling and reliance on 
experts has left a lot of people deeply uncertain about their own abilities and their rights 
with regards to their own devices. The ultimate goal of the workshop is to instill curiosity. 
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both about the actual devices but also about the state of the world that has led to our 


current status quo. 

To conduct a Take It Apart(y) you will need devices to take apart, tools for doing the 
dismantling, and a space to work in. Beyond that, modularity is key, but from my 
experience there are some suggested practices to follow. If it is possible to have 
participants work in pairs or small groups, that tends to be the most effective strategy for 
encouraging conversation and exploration. Making sure that individuals who are less 
confident get a chance to wield the tools is important. Having a facilitator who circulates 
and encourages people who are shy to take a turn with the screwdriver, and urges 
partiers to figure out what it is they are looking at, is vital. Fielding questions by looking 
up the answers together is also essential - the best method is to just have a central 
laptop that can be referenced as needed (Make sure that the laptop is clearly labeled as 
not to be dismantled, and strongly encourage participants to keep their own electronics 
hidden away, lest someone get over-zealous and open up something that was not 
meant to be taken apart). The facilitator should not readily supply answers, but rather 
should speculate over them and then take the time to confirm or disaffirm that 
speculation using available reference materials. If it isn’t possible to do so, then taking 
notes for future research is important. Compare the insides from one device to another, 
note similarities, examine differences. Treat the workshop like a dissection. The devices 
are organisms to be examined, catalogued, and sorted into appropriate taxonomies. 
Ideally, useful parts are saved or distributed to groups that are willing to repurpose 
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them, and the remainder of the dismantled device is saved for appropriate recycling 
where possible. 

At the same time that the physical work of dismantling is happening, the facilitator 
should encourage conversation around related topics like the Right to Repair 
movement, the state of recycling, the Open Hardware movement. Take note of 
questions and concerns, and engage in the same practice of speculation and research 
as with the physical components. If there are repair groups in the area, partiers should 
be made aware of their existence. Information about national and international activist 
and technology policy groups should also be provided. 

Important Questions 

• Who benefits from (technology) being un-repairable? 

• Where does (technology) go when it is broken/when individual is done with it? 

• Where does (technology) come from? Before that. What materials is it made of? 

• What would it take to make (technology) repairable? 

• Why is (technology) not modular? 

My Known Biases - Tech Repair 

• I grew up taking things apart 
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• I grew up not suffering consequences for taking things apart 

• I have experience repairing tech, both successfully and unsuccessfully 

• I do not view material things as precious 

• I believe that breakage and loss are a normal and necessary part of life 

• I have an inappropriate fear response 

• I like breaking things 

• I like breaking rules 

• I lack “proper” respect for authority 

• I dislike being told that someone else needs to do something for me 

• I enjoy maintenance 
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differNetworking 

Sneaky Networking 

I started working on different networking with a kit for building encrypted sneaker-nets, 
in collaboration with Abhishek Narula. The kits included an instruction manual for PGP 
key use and an example file structure for public and private file storage on a physical 
drive. The kits also included a zine that described alternative network models and gave 
some historical examples. And, most importantly, the zine highlighted behavior that 
many people engage in regularly - using some form of physical storage to transfer data 
from one computer to another - and named it as the networking practice that it is. While 
that work initially provided the base for the security and privacy workshops I would go 
on to develop, it also remained on my mind going forward, expanding into research in 
both the Media Archaeology Lab and the Blow Things Up Lab. 

Demonstrating alternate network models became a more overt pursuit as I explored the 
capabilities of the One Laptop Per Child XO and developed an anarchival method of 
investigation for systems in the MAL, published in the International Journal of Digital 
Humanities. What started as a demonstration of the networking capabilities that are 
native in obscure devices turned into broader advocacy for accessing those capabilities 
wherever possible in more common devices. Using devices like the XO as an 
introductory point of curiosity is useful, but ultimately the goal is that curiosity leads to 
experimentation with the capabilities of any device. 
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Square Peg vs. Round Hole 


Modern communication networks are shaped roughly like massive branching trees, if 
you look at an abstracted diagram of their traffic. There is a hierarchy enforced by the 
physical infrastructure, where internet or tel-com service is provided by a centralized 
provider and branches out to individual users from a central trunk. There is also mass 
centralization of the communications on top of that tree, with something like 70% of all 
internet traffic eventually tunneling through Amazon’s servers, the rest primarily 
traveling through the infrastructure controlled by the other major tech companies. 
Amazon’s centralization is so severe that, in her experiment attempting to avoid the 
company, Gizmodo’s Kashmir Hill found that her VPN blocked over 23 million IP 
addresses (Gizmodo article series). 

The difference between the shape of the networks we use for communication (as 
defined by the infrastructure that communication travels over) and that of human 
networks in person is profound. The closest analogy I can manage is that it’s as though, 
in a classroom, in order to speak to the person next to you you would need to walk up to 
the teacher, say what you want to say, and rely on the teacher to pass on your 
message. Exploring the analogy of network shapes through drawing and visualization 
exercises with workshop participants has shown me that, when communicating over 
tel-com networks, many perceive their network as organic and amorphous as in-person 
communication. That perception rests uneasily on top of the rigidly hierarchical 
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top-down shape of tel-com infrastructure. It usually takes some guidance for those not 
intimately involved with the physical reality of technology to acknowledge the number of 
mediating bodies between them and the people with whom they feel they are 
communicating directly. The mediation of the corporate and government infrastructure is 
invisible through its ubiquity. 

Now, the companies that control the physical and ephemeral infrastructure underlying 
large swaths of the internet are arguably acting in ways that are against the spirit of 
antitrust and anti monopoly law but have so far managed to evade significant penalty for 
a variety of reasons. Underlying the companies that control the user-facing internet, the 
same goes for the companies that control the infrastructure by which we access it - the 
companies that own the literal cables. Ingrid Burrington’s research has gone a long way 
towards deciphering the morass of companies that own the cables, but in an article for 
Quartz she points out “Conflicts between different companies can lead to one network 
being cut off from another, effectively bringing huge parts of the internet to a halt”. And 
as Lina Khan put it in a 2016 note in the Yale Law Journal, “It is as if Bezos charted the 
company’s growth by first drawing a map of antitrust laws, and then devising routes to 
smoothly bypass them”. Change could be coming - as of 2019 Facebook, Google, 
Amazon, Apple and others were under investigation by multiple state and federal 
agencies. But, as Khan argues, our laws at present do not account for the ways that 
business is being done. In the meantime, that handful of companies controls most of the 
series of tubes through which we conduct so much of our lives. 
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The alternatives 


Modern communication networks are shaped roughly like massive branching trees, if 
you look at an abstracted diagram of their traffic. There is a hierarchy enforced by the 
physical infrastructure, where internet or tel-com service is provided by a centralized 
provider and branches out to individual users from a central trunk. There is also mass 
centralization of the communications on top of that tree, with something like 70% of all 
internet traffic eventually tunneling through Amazon’s servers, the rest primarily 
traveling through the infrastructure controlled by the other major tech companies. 
Amazon’s centralization is so severe that, in her experiment attempting to avoid the 
company, Gizmodo’s Kashmir Hill found that her VPN blocked over 23 million IP 
addresses (Gizmodo article series). 

The difference between the shape of the networks we use for communication (as 
defined by the infrastructure that communication travels over) and that of human 
networks in person is profound. The closest analogy I can manage is that it’s as though, 
in a classroom, in order to speak to the person next to you you would need to walk up to 
the teacher, say what you want to say, and rely on the teacher to pass on your 
message. Exploring the analogy of network shapes through drawing and visualization 
exercises with workshop participants has shown me that, when communicating over 
tel-com networks, many perceive their network as organic and amorphous as in-person 
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communication. That perception rests uneasily on top of the rigidly hierarchical 
top-down shape of tel-com infrastructure. It usually takes some guidance for those not 
intimately involved with the physical reality of technology to acknowledge the number of 
mediating bodies between them and the people with whom they feel they are 
communicating directly. The mediation of the corporate and government infrastructure is 
invisible through its ubiquity. 

Now, the companies that control the physical and ephemeral infrastructure underlying 
large swaths of the internet are arguably acting in ways that are against the spirit of 
antitrust and anti monopoly law but have so far managed to evade significant penalty for 
a variety of reasons. Underlying the companies that control the user-facing internet, the 
same goes for the companies that control the infrastructure by which we access it - the 
companies that own the literal cables. Ingrid Burrington’s research has gone a long way 
towards deciphering the morass of companies that own the cables, but in an article for 
Quartz she points out “Conflicts between different companies can lead to one network 
being cut off from another, effectively bringing huge parts of the internet to a halt”. And 
as Lina Khan put it in a 2016 note in the Yale Law Journal, “It is as if Bezos charted the 
company’s growth by first drawing a map of antitrust laws, and then devising routes to 
smoothly bypass them”. Change could be coming - as of 2019 Facebook, Google, 
Amazon, Apple and others were under investigation by multiple state and federal 
agencies. But, as Khan argues, our laws at present do not account for the ways that 
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business is being done. In the meantime, that handful of companies controls most of the 
series of tubes through which we conduct so much of our lives. 

The networkshop 

The differNetworking workshop developed more quickly than the others, coalescing into 
a three - part quasi-ritual followed by hands-on tech interaction within two iterations. 
DifferNetworking is an exploration of network shapes and a space to explore 
alternatives to standard practice. Participants are asked to contemplate their networks, 
and engage in embodied exploration of their shapes and the structural impositions 
implied by those shapes. It is a space for thinking through the nature of 
interconnectedness and the way that networking looks and feels. It’s also a space to 
experience alternatives to the standard network models to which most are accustomed, 
whether through completely novel technological experiences or through 
re-contextualization of practices that are already common but generally enacted without 
thinking. Participants are given new options to experiment with and potentially integrate 
into their daily lives, and introduced to practices and movements that are both as old as 
the internet and only beginning to gain ground but may ultimately shape the web. The 
goal of the workshop is to re-contextualize networking and offer a concrete experience 
of the way networks shape space and time. 
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To conduct a differNet workshop, you need a space to sit together and move around as 
a group, paper for drawing and things to draw with, and some string or yarn. Snacks are 
optional but always nice. Ideally, a group of 5 or more is needed, but these activities are 
flexible. The first part of the workshops at this point is a five to ten minute guided 
meditation on networks. I’ve used this time to walk participants through visualizing the 
path that a message traces as it goes from their phone or computer, over the various 
intricacies of the network, and to the phone or computer of another. After the meditation 
exercise, I generally ask participants to draw one or two of several prompts. I’ve asked 
that they draw their idea of how computers networked before the world wide web, what 
the internet looks like, what their personal network looks like, how computers 
communicate now, and what the internet is, though there are certainly many other 
possible prompts. As everyone is drawing. I’ll offer a brief history of computer 
networking and talk about the well known histories but also the things that are less well 
known. Just before the most recent iteration of the workshop, Lori Emerson had sent 
me an image of a newsletter announcing the near-completion of The Computer Memory 
Project, and also outlining the philosophical underpinnings of the project, and so I read 
that in its entirety. I have also told the story of the IPoAC (Internet Protocol over Avian 
Carrier) RFC 1149 April Fool’s joke and the subsequent proof of concept trials proving 
that IPoAC is basically functional, and talked about the SRL Packet Radio van - it all 
depends on the mood of the room and the general interest indicated by participants. 
Anyone facilitating should be sensitive to the room, and should be prepared to answer 
questions and change direction as needed 
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Fig. 4 - Participant drawing from differNet workshop 
heid in the NEST Studio for the Arts at CU Bouider 


When everyone or nearly everyone has completed their drawings, I ask for volunteers to 
explain what they’ve drawn and attempt to articulate their abstracted thoughts. The 
opportunity to share usually brings about the realization that networking is rarely 
conceptualized as the infrastructure. At this point, I hand everyone pieces of string or 
yarn (to represent wired or wireless connections) and ask them to recreate various 
network shapes, starting with the tree and moving to the mesh. The cooperative/ 
collaborative physical effort reinforces the conceptual discussion of network hierarchy. 
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shape, and structure. To facilitate this activity it’s necessary to be a bit like a 
cheerleader, encouraging silliness and welcoming playfulness. Finally, once the mesh 
network diagram has been achieved, I turn the workshop to technical demo & hands-on 
experience of alternate networks. Because I have access to a large number of OLPC 
XO laptops, I have used these to demonstrate mesh networking. I’ve also demonstrated 
P2P social media with the Patchwork app built on the Secure Scuttlebutt protocol, 
passed around a sneaker-net USB drive, and created ad-hoc local networks with a 
router and several Raspberry Pi computers. There are numerous other potential 
demonstrations, though, including using walkie-talkies and passing secret notes. 
Facilitating the tech exploration requires only setting up the tech and then encouraging 
self-guided exploration. While this is happening, the facilitator can spend time 
answering questions, having deeper conversations about specific technologies, and 
encouraging participants to do their own research into the alternative networking 
movements like DAT and distributed web, mesh networking groups, emergency 
response internet over radio, etc. 

Important Questions 

• Who benefits from the structure of your network? 

• If those who benefit are not you, do you want them to benefit? 

• How else can you communicate? 

• What happens if your current network model collapses? 
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• What kind of preference is given to hierarchical network structure? 

• What kind of preference is given to direct network structures? 

My Known Biases - Networking 

• I like weird networking protocols 

• I am willing to do things that are unusual purely for my own entertainment or the 
experience 

• I am willing to spend extra time on communication 

• I have extra time to spend 

• I have always been interested in the way machines talk 

• I am willing to give up certain modes of communication for good 
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Why We Share 

Open source isn’t just about tech 

I rely on open source technology - both hardware and software - to accomplish 
everything from phone calls to graphic design to room-size installations. You rely on it 
too, in some capacity - even if you aren’t aware of it. The software that runs most 
backend servers is open source, and so is the Al that powers Google’s speech and 
image recognition tools. Android, the operating system powering over 80% of the 
smartphones in the world, is open source. Even Walmart runs parts of its operation on 
open source software. The Open Source Initiative has defined 10 characteristics that 
must be met for software to qualify as open source, and the Open Source Hardware 
Association has 12 that must be met for hardware to qualify as open source. But, at the 
most basic level, open source refers to technology that has source code, schematics, 
documentation, etc. published openly, that is free to remix and re-distribute with 
appropriate attribution, and that is licensed without discrimination in any form. 

In spite of this, the perception of open source software in the “bad at tech” population 
still doesn’t quite match up with its extensive adoption. There are so many myths with 
regards to open source that the Open Source Initiative website has a page dedicated 
entirely to countering them - from the conflation of all open source with the Linux 
operating system to the perception that open source is inherently hard to use or is only 
for serious computer nerds - and the level of indifference with regards to the nature of a 
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technology is high. Functionality and ease of use is usually the driving factor in 
adoption, not Looking at representations of Linux and other open source technologies 
in popular culture gives a good idea of the perception with regards to complexity and the 
open source lifestyle. 


A Liioux 


Step I. 


Learn to code in C++. Recompile the kernel. Build 
your own microprocessor out of spare silicon you 
had lying around. Reconcile the kernel again Sujitch 
distros Recorr^ile the kernel again but this time using a 
CPU powered by refracted light from Saturn Grow a 
giant beard Blame Sun Microsystems Turn your 
bedroom into a server closet and spend ten years falling 
asleep to the sound of whirring fans Switch distros again 
abandon all hygiene Write a regular expression that 
would rrvAe other programmers cry blood team to code 
in Java Recompile the kernel again (but this tinr>e while 
wearing your lucky socks) 

Did that fix it? 

No? Proceed to step a. 


Step 3,. 


Revert back to using 
Windows or a Mac. 

(Xlietly weep 


Fig. 5 - Excerpt from an installation of The Oatmeal webcomic 
titled “How to Fix Any Computer”, by Matthew Innman 

In addition to perception problems, an overall lack of diversity in many open source 
software communities is reinforced by both an overall lack of awareness and by the 
abominable behavior of high profile figures in the movement. As a result, the 
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transparency and flexibility promised by the tenets of the movement are undermined. 
The diversity problem becomes more entrenched, the perception problem is reinforced, 
and the cycle continues. However, the promise of open source, and the philosophical 
underpinnings of the movement, are necessary foundations for subverting the 
technological status quo. 

Note that I am using the term open source, but its estranged sibling. Free Software, is 
very similar. There is some case for using the term FLOSS to refer to both Free/Libre 
and Open Source Software, but I have chosen to go with the more widely recognized 
term for ease of communication. There are differentiations between the two but the 
underlying philosophical inclinations, and the insidious culture problems, are effectively 
the same - no matter what Richard Stallman says. Free software was the name that the 
movement held at first, and part of the reasoning for using open source instead, when 
the rift occurred, was the generally confusing use of ‘free’, which continually needs to be 
clarified as “free as in freedom, not as in beer”. There is an assertion that open source 
is the business oriented side and free software is the philosophically aligned, but that 
doesn’t necessarily hold true with my experiences of both communities - and most 
community members move back and forth between both definitions fluidly. What does 
hold true for my experience is that Open Source Hardware communities do a better job 
than either of the software siblings at policing their people and keeping the community 
safe and healthy. 
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Since the #MeToo movement gained traction, there has been widespread public 
acknowledgement of deeply troubling behavior by high profile individuals like Linus 
Torvalds and Richard Stallman. Linus Torvalds stepping away from the Linux project 
and openly admitting that his behavior was unacceptable and needs to change was a 
huge step in the right direction for personal accountability and community enforcement. 
The near-collapse of the MIT Media Lab in the wake of the Epstein case in 2019 
provided a much-needed opportunity for house cleaning. Richard Stallman resigning, 
though not without protest, from the Free Software Foundation and MIT, was another 
major step in establishing acceptable standards of conduct, though it came extremely 
late. 

Changing the field, improving diversity, making the space welcoming to new participants 
and contributors - none of that happens without effort. And that effort is being made - 
the widespread institution and enforcement of codes of conduct in communities and 
spaces that are focused on open source is a major part of that. Open surveys of 
community members like the one performed by GitHub in 2017 provide a layer of 
transparency and allow for identification of problems. All of this is more constructive 
than focusing on the squabbling between hardline members of the opposing Free 
Software and Open Source camps. And it’s important to reinforce the value of the 
underlying philosophy and welcome non-contributors into a place of alliance and 
advocacy. 

A matter of philosophy 
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The philosophies of open source are very similar to the philosophies underpinning 
Creative Commons licensing, the various Wikimedia projects, public domain 
re-distribution, remix culture, etc.: Removing the gatekeepers limiting the open 
distribution of information is key to creating a more equal society. Sharing and 
collaboration, rather than blindly extractive competition, are human nature. Communal 
work makes for better outcomes. We are social learners, who share what we know in 
order to benefit everyone. 

A lot has been made of the evolution of human behavior and our relationship to what 
was believed for over a hundred years to be our closest primate relatives, the 
chimpanzee. The behavior of chimpanzees, found to be intelligent tool users but also 
aggressive, competitive, and violent, was used an explanation for human nature as 
being similarly aggressive and competitive. But the comparison to chimpanzees, as 
Christopher Krupenye points out in an article for Discovery titled Humans Share Better 
Than Other Primates, is incomplete - we are equally closely related to bonobos, a 
species known for cooperative behavior and social openness. So, is our nature split? 
Cory Doctorow would seem to argue yes. In his book Walkaway, Doctorow defines the 
split as ‘covered dish people’ and ‘shotgun people’ - those who respond to the approach 
of unfamiliar neighbors by offering to share food or by offering a threat. The idea of Why 
We Share as a workshop, then, is to reinforce the ‘covered dish’ side of human nature. 
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Posing the adoption of a certain type of software over another, or a certain type of 
hardware over another, as a philosophical question would probably read as silly to the 
layperson who just wants things to work. So the task of the workshop is to reinforce the 
value of communal knowledge, center the instinct to share, and embody the principles 
of openness. 

The sharing workshop 

Why We Share is the simplest of all the workshops. It illustrates most of the principles of 
open source - community, transparency, collaboration, and quick, frequent releases - 
while also illustrating the philosophy of communal, shared knowledge. The participants 
are brought into a collaborative effort while having a conversation about openness and 
the history of knowledge transmission, and the need for open efforts to have support to 
perpetuate the communal side of human nature. The participants are now a part of an 
open source community. 

To conduct a Why We Share workshop, you need enough letter-size paper that every 
participant can have a few sheets. Distribute the paper, and then request a volunteer for 
every 5-10 participants. If the volunteers already know how to make a paper boat or a 
paper plane, they can teach either to their group. If not, teach the volunteers how to do 
so and then have them teach the rest of their group. Group members are encouraged to 
make suggestions or alterations to the basic code, to iterate through multiple designs. 
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and to test their designs, as many times as they like. While they are working, the 
facilitator contextualizes the activity within the scope of open source and within the 
philosophical framework of shared, communal knowledge transmission and creation. 
The workshop is friendly and playful and welcoming, meant to bring attention to the 
inclination to share and collaborate that underlies the movement towards open 
information. 

Important Questions 

Do you know if the technology you use is open or closed? 

What are the implications of closed vs. open information? 

What are the implications of open source code for security and privacy? 

What are the implications of open source hardware for repair and re-use? 

My Biases - Open Source, Creative Commons, Copyright 

• I am anti-copyright and anti-copy protection 

• I publish my work under various Creative Commons licenses 

• I do not think that copyright benefits individual creators as much as it benefits 
corporate interests 

• I am interested in paying creators directly for their work but less interested in 
perpetual royalties, especially once the original creator has died 

• I practice fair use remixing and actively use public domain works within my own 
artistic expression 
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A note from under a pandemic 


It’s been nearly impossible to write about this final workshop because I have wanted to 
integrate every instance of openness, sharing, mutual aid, revolutionary organization 
and collaborative effort I’ve seen coming out of local, national, and international 
communities over the past weeks. Everything from bands performing concerts in their 
living rooms to neighborhoods organizing to help their most vulnerable neighbors, the 
open source community working to put their skills and tools to the aid of medical 
workers in critical need of supplies to vulnerable workers organizing to make demands 
from employees, to the simple fact that we are, mostly, staying home because that’s the 
best that we can do. The Internet Archive’s Emergency Library, quickly drafted and 
re-drafted patterns for cloth masks. Medtronic releasing ventilator plans publicly, and 
the open source hardware community rushing to format them legibly. I have been 
sewing masks in breaks from writing to distribute to neighbors, friends, and family. I 
know people organizing food distribution, 3d printing face shields, and refurbishing 
laptops to distribute to kids forced suddenly into distance learning. It’s not the place to 
write in depth about any of this yet, but it is important to acknowledge the place I am 
writing from. The covered dish people are out in force, even as the shotgun folks try to 
take advantage. This project aims to help maintain whatever gains we are able to make 
in that arena going forward. 
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